Searching PAJ 



http7/w^19Jpdl.Jpo.go.jp/PA1/res^ 



PATENT ABSTRACTS OF JAPAN 





(11 publication number : 


1 l-ZoZUSV 




(43)Date of publication of application : 


24.09.1999 


(51)Int.CI. 


H04Q 7/38 




(2 1 )Application number : 


10-078592 (71) Applicant: 


NEC MOBILE COMMUN LTD 


(22)Date of filing : 


12.03.1998 (72)Inventor : 


MIZUKURE HISAMI 



(54) PORTABLE TERMINAL FOR MOBILE COMMUNICATION AND PERSONAL IDENTIFICATION 
METHOD 

(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent a portable terminal from 
unauthorized use by a 3rd party. 

SOLUTION: Fingerprint data of a user are stored in a ROM inside of the 
portable terminal in advance as personal ID data. At the application of power 
to the portable terminal, the personal LD data stored in the ROM 5 are 
expanded in a RAM 4 that is accessed at high speed. After the depression of a 
dial button 1 with a fingerprint identification sensor 2 mounted thereon in a 
portable terminal liquid crystal display section 1, a telephone number is 
entered and the dial button 1 of the liquid crystal display section is depressed 
again to conduct dialing processing. In this dialing procedure, when at first 
the dial button 1 is depressed, the fingerprint identification sensor 2 reads the 
fingerprint of the user, converts the pattern into a dot pattern as data. The 
acquired finger print data are collated with the personal ID data which have 
been stored as fingerprint data, when the portable terminal is purchased. 
When they do not match, dialing is made disable. Only if they match, is the 
entry of the telephone number is permitted and the dial processing conducted. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2 **** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[The technical field to which invention belongs] this invention relates to the method of preventing 
disclosure of the data memorized in the unauthorized use or the personal digital assistant, by performing a 
user's identification about terminal equipments (henceforth a personal digital assistant), such as a cellular 
phone used for mobile communications. 
[0002] 

[Description of the Prior Art] Although there is a method prevent from using unless it sets up a personal 
identification number or a password and a personal identification number in agreement is inputted, as any 
men other than the owner cannot use a personal digital assistant without notice conventionally, when the 
3rd person gets to know a personal identification number or a password, this 3rd person will be possible [ 
using the personal digital assistant improperly ]. 

[0003] The method of preventing the unauthorized use of devices, such as a cellular phone, is indicated 
by judging whether you are a regular user, and making JP,9-84128,A interrupt a telephone call by 
equipping a personal digital assistant with the function to recognize an owner's voice, parameterizing the 
voice under telephone call, and comparing with the parameter memorized beforehand, in order to prevent 
the unauthorized use of such a personal digital assistant, if it is not a regular user. 
[0004] By the method indicated by this open official report, if the power supply of a personal digital 
assistant is turned on, it will become personal identification number input mode, and if the right personal 
identification number is inputted, a dial lock is canceled and it will be in the waiting receptacle for 
reception, and a dial call origination state. If the partner point telephone number is inputted from a 
keyboard in this state and a circuit is connected with the partner point, it will be in a talk state and a 
telephone call will be started. The voice under this telephone call is changed into a voice sign parameter, 
and is compared with the voice sign parameter beforehand registered into memory by the personal digital 
assistant owner. Although a line connection state will be continued as it is as a result of comparison if in 
agreement, when inharmonious, a circuit is cut and it will be in a dial lock state. 
[0005] 

[Problem(s) to be Solved by the Invention] Since according to the unauthorized use prevention means 
indicated by the aforementioned open official report a user's voice sign parameter differs from the voice 
sign parameter registered beforehand even if a personal identification number etc. will be known, a line 
connection will be carried out unjustly and it will be in a talk state Although it becomes impossible to cut 
a circuit and to continue the telephone call beyond it and an unauthorized use can be prevented By this 
method, there is a fault that it cannot judge whether it is an unauthorized use, and there is a problem that 
phonecall charges must be paid, in spite of the unauthorized use by the third person until it carries out a 
line connection and a telephone call is performed. 

[0006] By performing identification by the simple operation which solved the above-mentioned technical 
problem, this invention prevents the unjust use by the improvement in security and the third person to the 
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data memorized by the cellular phone, and aims at suppressing the damage at the time of loss etc. to the 

minimum. 

[0007] 

[Means for Solving the Problem] this invention carries the circuit and sensor for performing identification 
based on physical information to a personal digital assistant, acquires the aforementioned identification 
information in advance of the use after switching on the power supply of a personal digital assistant, 
collates it with the individual ED data memorized beforehand, and when inharmonious, it makes use of a 
personal digital assistant improper. 

[0008] In performing identification by the fingerprint, using a fingerprint as physical information, it 
considers as the composition which has a fingerprint discernment sensor in the dispatch button of a 
personal digital assistant, or a part of liquid crystal section, and when a user touches the sensor section 
with a finger at the time of dispatch etc., a user's fingerprint is acquired, and it collates with the 
fingerprint data memorized beforehand. 

[0009] Moreover, like the aforementioned official report publication, when performing identification with 
voice, a user's speech information is acquired in advance of the use, and it collates with the voice data 
memorized beforehand, and in being inharmonious, it makes a telephone number input improper. 
[0010] 

[Embodiments of the Invention] Drawing 1 is the block diagram showing the gestalt of operation of this 
invention, and shows the example applied to the personal digital assistant of mobile communications. 
Beforehand, physical individual ID data, such as a user's fingerprint, are stored in the personal digital 
assistant of this invention in the memory 5 (henceforth ROM) for fixed storage, and this individual ID 
data is developed in the memory 4 (henceforth RAM) for temporary storage at the power up at it (at the 
time of personal digital assistant purchase etc.). 

[001 1] Some liquid crystal screens are equipped with the dispatch button 1 of a touch-panel method, and 
the fingerprint discernment sensor 2 is carried in a personal digital assistant. The interior of a personal 
digital assistant has the communications processing section 6 and the radio processing section 7 like the 
conventional terminal, and has the fingerprint discrimination decision circuit 3 which processes this 
invention further. 

[0012] Next, operation of this invention is explained with reference to drawing 1 and drawing 2 . ROMS 
inside a personal digital assistant is made to memorize a user's fingerprint data as individual ID data 
beforehand. An injection of the power supply of a personal digital assistant develops the individual ID 
data memorized by ROMS on RAM4 in which rapid access is possible. The telephone number is inputted 
for the dispatch button 1 carrying the fingerprint discernment sensor 2 in the personal digital assistant 
liquid crystal section 1 after a depression, and dispatch processing is again performed by carrying out the 
depression of the dispatch button 1 of the liquid crystal section. 

[0013] In this dispatch procedure, when the dispatch button 1 is pushed first, a user's fingerprint is read 
by the fingerprint discernment sensor 2, and the configuration is changed into a dot pattern and is 
data-ized. In addition, when the depression position has shifted, it asks for the center position of a 
fingerprint, and amendment is applied. 

[0014] The acquired fingerprint data are collated with the individual ID data made to memorize as 
fingerprint data when a personal digital assistant is purchased, and when inharmonious, they presuppose 
that dispatch is impossible. Only when in agreement, the input of the telephone number is permitted, and 
dispatch processing is performed. 

[0015] If depression operation of the dispatch button before a telephone number input is performed, since 
fingerprint detection and discernment processing will be made automatically according to this invention, 
there is also no object for ** which performs operation that it is special for fingerprint collating, and 
identification can be performed by simple operation. 

[0016] In addition, in a terminal unit given in drawing 1 , although ROMS inside a personal digital 
assistant is made to memorize a user's fingerprint data as individual ID data beforehand The PC card type 
IC card is made to memorize these individual ID data, and it is inserted in a personal digital assistant, and 
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when the dispatch button in the liquid crystal portion of a personal digital assistant is pushed, it can also 
consider as the composition which collates a user's acquired fingerprint data and the individual ID data in 
an IC card. 

[0017] It becomes possible such composition, then to share one set of a personal digital assistant by two 
or more men who hold each people's PC card type IC card, respectively. Furthermore, if this IC card is 
communalized with the personal computer and gate system which perform fingerprint discernment, 
convenience will improve further. 

[0018] In the gestalt of the above-mentioned operation, although discernment by the fingerprint is 
performed as the identification method, it is also possible to carry out by discernment with voice. 
Drawing 3 is a flowchart in which operation in the case of performing discernment with voice is shown. 
Namely, encode individual voice beforehand, the internal memory (ROM) or IC card of a personal digital 
assistant is made to memorize by making it into individual ID data like the case of the above-mentioned 
fingerprint discernment, and the ID data is loaded to RAM at the time of personal digital assistant use. 
And a user's opening words (password etc.) are data-ized at the time of a dispatch button depression, it 
collates with the personal data in RAM, if in agreement, a telephone number input will be permitted, and 
if inharmonious, suppose that dispatch is impossible. 
[0019] 

[Effect of the Invention] When the 3rd person other than those by whom physical individual ID data, such 
as a fingerprint and voice, are beforehand registered even when a personal digital assistant is lost tries to 
send according to this invention, since it can collate and dispatch is impossible, disclosure of the data 
memorized in the unauthorized use by the 3rd person or the personal digital assistant etc. can be 
prevented, and the damage at the time of personal digital assistant loss can be pressed down to the 
minimum. Moreover, improvement in security can be aimed at. 
[0020] 
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